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Abstract

A large number of research papers related to the IoT attacks based on health-
care system are published on a regular basis. Authors of different research paper
concentrated only on a certain number of attacks related to IoT based healthcare
system. The number of attacks is dispersed in various research papers. There was
no comprehensive classification available for these IoT attacks. One of the solu-
tions for this problem can be the development of a comprehensive ontology for loT
attacks. We have developed a comprehensive ontology to solve this problem. In
our proposed ontology, we gathered information related to information disruptions
IoT based attacks from different research papers. This ontology has been concep-
tualized on the basis of acquired knowledge and implemented using protégé. This
ontology is evaluated according to standard evaluation criteria which are com-
pleteness, consistency and accuracy. The result of this evaluation is based on user
evaluation method and tool evaluation method. This ontology will be improvised

by the feedback from community.
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Chapter 1

Introduction

1.1 Background

The Internet of Things (IoT) [1] is a term which mean connected collection of any-
one, anything, anytime, anyplace, any service, and any network. Kevin Ashton
2] first used the word Internet of Things (IoT) as a concept in 1999. In 2005, the
International Telecommunication Union (ITU) issued an annual report on 'Inter-
net of Things’ [3]. According to the ITU study, RFID and intelligent computing
technologies have brought a new age of global interconnection. As IoT is becoming
common in different fields of life, one of the most important accomplishments of
[oT is in the medical sector. One of the most appealing IoT technology fields is
clinical consideration and medical treatment. The IoT has the ability to build
many medical applications, such as remote monitoring of healthcare, fitness ap-
plications, chronic diseases, and caring for the elderly [4]. Therefore, it is possible
to see various clinical devices, sensors, and imaging devices as a smart device or
objects that form a central part of the IoT. An important factor is the flexibility
of cost effective interactions across individual patients, hospitals, and healthcare
organizations through smooth and safe connectivity [5]. In order to improve IoT
based healthcare services, it is important to minimize costs, improve the quality

of life and enhance the experience of the customer.
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According to our observation, we have not found comprehensive classification of
IoT attacks in healthcare domain. At that time, some of the approaches were
used which are based on RFID [6],[7]. Now a days these approaches are rarely
used in the healthcare domain. RFID systems [8] are vulnerable to a wide variety
of malicious attacks. Wired networks (WSN) [9],[10],[11],[12],[13],[14],[15], where
computer systems usually have both centralized and host-based protection (e.g.
Firewalls). RFID readers and RFID tags operate in an inherently unstable and
potentially noisy environment. Several researchers have concentrated on this since
2012 [6],[12]. They focus only on a certain number of attacks in each research
paper. The numbers of IoT attacks related to the healthcare domain are scattered
in numerous research papers. There was no comprehensive classification/ontology
available for these attacks. The ontology[16] is designed to be efficient in order
to make classification easier and more accurate. The ontology is being generated
using a knowledge-driven approach [17] to capture the majority of the key concepts
and their relationships in the IoT domain. New researchers need to gather all those
research papers which is relevant to the IoT based healthcare attacks to find out

the pros and cons of this area from a healthcare point of view.

1.2 Motivation

The Internet is the core of IoT. With the rapid development in IoT a lot of IoT
devices in medical field invented. IoT devices includes almost all the attacks that
lie within the Internet also falls in IoT. The fast development and wider adoption
of IoT devices in our lives increase the need of addressing these attacks and their
countermeasure before deployment. Several scholars suggest a classification [2],
[12], [13], [14], [18], method in which they attempt to cover a particular feature
of the health care system in IoT domain. There is no comprehensive ontology
from which the research community will gain benefits because the classification in
the research paper focuses on some particular aspect. Conceptualizing all these
attacks in one classification would give the reader or researcher a detailed summary

of the attacks.
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1.3 Problem Statement

Attacks on the IoT healthcare domain are very important, but if researchers want
to know what kind of attack or hierarchy is, there is no comprehensive hierar-
chy /ontology for future researchers. Our research work is based on a classification
of IoT attacks in healthcare domain and prepare one comprehensive ontology which

contains almost all attacks that occur on IoT.

1.4 Research Questions

From this problem statement some research questions have been raised.
1. Why the information disruption attacks related to IoT are more critical /
dangerous?

2. Does there any taxonomy/classification exist which have modeled IoT at-

tacks?
3. Is there any comprehensive classification/ontology available for IoT attack?
4. Is comprehensive ontology being developed?

5. Is comprehensive ontology being evaluated?

1.5 Research Methodology

Brief Research Methodology of our research is discussed below:

1. Different research papers were explored and downloaded by different citation

indexers (ACM etc.).

2. Selection of research papers in the IoT domain that involve information

disruption attacks.
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3. Research various classifications relevant to the attacks on information dis-

ruption and find the frequency of occurrences.
4. Summarize number of attacks in tabular format.
5. Graphical representation of these attacks.
6. Hierarchy of these attacks in which we classify these attacks from base class.
7. Develop an ontology for classification of attacks in protégé.

8. Evaluate our ontology using standard evaluation methods and then we will

publish this ontology to get feedback from the community.

The first 3 research methods will answer our first 2 research questions. The re-

maining steps will answer our 3 research questions, which are 3, 4, 5.

1.6 Thesis Organization

This thesis is organized in the following chapters. Chapter 2 surveys existing clas-
sification related to IoT based healthcare system. It is further divided into sub
parts in which classification in different surveyed techniques has been discussed.
This chapter will answer our 1st, 2nd and 3rd research question. Proposed on-
tology has been discussed in chapter 3 which is divided into three steps such as
knowledge acquisition, conceptualization and implementation. Ontology evalua-
tion is explained in Chapter 4. Chapter 3 and 4 will answer our 4th and 5th

research question.



Chapter 2

Literature Review

This chapter discusses the research work on the bases of the existing classification
related to IoT base healthcare system. We have divided this chapter into the
three sections. Section 2.1 shows the survey of IoT attacks. Section 2.2 shows the

classifications in different surveyed techniques. Section 2.3 concludes this chapter.

2.1 Survey of IoT Attacks

[oT has a variety of application domains such as retail, industrial, smart infras-
tructure, etc. There were twenty papers in which classification of healthcare
system based on IoT attacks were discussed, ten papers were related to general
[oT domain and its attacks, remaining papers were related to RFID and WSN
[11],[12],[13],[14],[15],][19],[20].

One of IoT domains is the healthcare system. From the healthcare point of view,
the author [5] focuses on some specific parameters such as protection and privacy
features, security requirement, threat models, and attack taxonomies. To miti-
gate security risk, they proposed an intelligent collaborative security model. The
strategies explored in this paper are how various technologies can be leveraged in

a healthcare context, such as big data, ambient intelligence, and wearable. The
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author also discusses several [oT and eHealth policies and regulations worldwide.

This also poses a lot of obstacles that are still available for future researchers.

Since [oT uses a network architecture which is close to traditional network archi-
tecture for interaction between different machines. Vulnerabilities of traditional
network architecture are inherited into IoT network as well. Different vulnerabili-
ties are found when research takes place in the area of the Internet of Things (IoT),
which will hold IoT at risk. As a consequence, there are too many loT attacks
that were invented before actual product deployed. The author [2] addresses the
frequency of various loT attacks, also describes them and their countermeasures
and considers the most noticeable attacks in [oT. These attacks are based on var-
ious categories. At least one attack is discussed from each category which is the
most dangerous of all those particular attacks. There is still no final solution to

these attacks. Efficient and safe solutions are still needed.

[oT based healthcare and their infrastructure are vulnerable to a number of major
security threats and malicious activity. In terms of methodologies, motivations
and implications, [oT based healthcare suffers from many security challenges that
differ from other domains due to the difficulty of the environment and the design
of devices deployed. The most recent security issues for the IoT based health-
care system are addressed in [3]. This paper includes the classification related to
[oT based healthcare Infrastructure. It focused on three layers (Application layer
attack, Network layer attack, Perception layer attack). There is still a need for
future work to protect patient safety data, linked medical devices within critical

healthcare infrastructure.

In terms of comfort and efficiency, one of the aims of smart environments is to
enhance the quality of human life. In any real-world smart environment based
on the IoT model, confidentiality and privacy are key issues. Vulnerabilities in
[oT based systems generate security threats that affect applications in smart envi-
ronments. Intrusion detection systems (IDSs) designed for IoT environments are
therefore a critical need. However, this IDS has limitations and, because of this,

author presents a detailed survey of the latest IDSs intended for the IoT model,
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concentrating on the required methods, features and mechanisms [21]. The author
gave some suggestions that should be taken into consideration when developing an
IDS for an IoT. There is the need for an efficient, lightweight framework with an
effective placement strategy that does not adversely affect the IoT environment’s

integrity, confidentiality, and availability.

Without proper consideration of the deep security objectives and challenges in-
volved, ToT has been quickly established over the past decade. The author [4]
discusses [0T’s security goals and objectives and then presents a new classifica-
tion of various forms of security and privacy threats and their countermeasures.
The author captures a wide variety of security vulnerabilities in IoT systems and
attacks. The author claims that their classification is unique as compared to
other classifications as it has four distinct classes: Physical, Network, Software
and Encryption attacks. IoT is implemented by means of similar current network
technologies (Wireless Sensor Network, Networks, RFIDs, the Internet and so on).
The author also highlighted the required security countermeasures which is needed

for successfully secure 10T system and its future direction is also discussed.

The author [22] proposes several IoT security issues that occur in the three-layer
system structure and offer its solutions. However, IoT as a large framework in-
volves the integration of many layers. Many security issues arise as a result of
System Integration, so there are many security issues that aren’t exclusive to any
one layer, such as privacy protection. In the IoT based healthcare system privacy
and security in each layer is a big issue. They concentrated and expanded in depth
only on perception layer. They are intended to use combined technologies in the

IoT environment to solve the security issue.

Since IoT provides organizations with a huge business value and creates opportu-
nities for many existing applications such as energy, healthcare and other sectors.
It also suffers from a variety of security problems that, as opposed to other fields,
are the most challenging. In [23] author offers a detailed top down survey of the
most recent IoT security and privacy solution in term of flexibility and scalability.

The author also addresses new approaches to [oT protection and privacy in terms
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of flexibility and scalability, such as blockchain and Software Defined Networking
(SDN).

Since IoT’s significant growth is a new technological paradigm that may include
security-critical operations and putting online of sensitive data, its security aspect
is important. The author discusses the issues of network protection in the do-
main of smart home, healthcare and transportation. During operation, it is likely
that the interruption may occur in IoT devices that cause them to be in shut-
down mode. Security attack taxonomy within IoT networks is designed to help
[oT developers become more aware of the possibility of security vulnerabilities in
order to implement better defences. The author [24] also addresses attacks on
five layers, namely physical, data link, network, transport and application layer.
These taxonomies are intended to help potential developers discover their safety

measures.

In [25], the author focuses on all IoT security issues and all the challenges. The
author also focuses on the design of three layers, i.e. perception, transport and
application layer. They evaluate each layer and try to find their solution and their
security issue. They also evaluate in depth the cross-layer heterogeneous integra-
tion problems and according to author safety concerns and lightweight security

solutions are effective for them.

As the digital world is rising day by day, so is cyber crime in the healthcare system
centered on IoT. In [26] author analysis IoT-enabled cyber-attacks, found in all
application domains since 2010. They concentrated on recent and verified attacks

based on incidents in the real world and proof-of-concept attacks.

The Internet of Things (IoT) has tremendous safety risks with patient health track-
ing sensors. Advanced security and privacy threats, including data breaching, data
integrity, and data collusion, are also its main concerns. In [27] the author studies
privacy and security issues regarding the data acquisition and then transmission
of healthcare data. They suggest a four-layer system which are IoT network sen-
sors/devices, Fog layers, the layer of cloud computing, and the layer of healthcare

providers. They present an algorithm then run on a special platform that indicates
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that when applied to attacks, this method can be effective in terms of frequency,
energy cost, and overall computing cost, but its detailed implementation is still in

progress.

The author focuses on ever changing IoT vulnerabilities in [28]. They include a
unique taxonomy that sheds light on IoT vulnerabilities, their attack vectors, im-
pacts on various security goals, vulnerability-exploiting attacks, effective remedia-
tion methodologies, and operational cyber security capabilities currently provided

to detect and track such weaknesses.

The Internet of Things (IoT) connects billions of smart devices that, with minimal
human interference, can interact with each other. IoT, with an estimated 50 billion
devices by the end of 2020 is one of the fastest growing areas in the history of
computing. Since ML/DL plays a vital role in transforming IoT system security
between communication and security-based intelligence systems. A detailed survey
of ML methods and recent developments in DL methods is given in [29] by the
authors, which can be used to establish improved security methods for IoT systems.
Authors often address opportunities and problems in it that can serve as possible

future studies.

Networks with a non-wired infrastructure and dynamic topology are like wireless
sensor networks. Each layer in the OSI model is vulnerable to multiple attacks,
stopping a network’s performance. In [13] authors address multiple attacks on four
layers of the OSI model and their protection mechanism on how to avoid network
layer attacks, but the key focus is a wormhole attack as the most dangerous wireless
network attack. The authors also recommend the method of promiscuous mode

to detect and isolate the malicious node during wormhole attacks.

Due to the tremendous amount of applications, the wireless sensor network (WSN)
has become the research field of today’s worlds. WSN has been very common in
the research field since 2015, so there is a lot of work done on it as well as a
lot of security problems arise. In [9] author presents various types of attacks
encountered during transmission or communication over the network of wireless

sensors and gives some ideas to resolve these attacks. These attacks are divided
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into two categories: active attacks and passive attacks. The author explains just
how these attacks are carried out and what their countermeasures are to help

future scholars.

The type of interaction we see now is either human-human or human-device.
Human-human needs alot of resources while human-device needs alot of parame-
ters to keep in view. The [oT promises a great future for the internet where the
communication is based on machine-machine (M2M). It is cost effective, and gives
alot of oppurtunites in IoT field. In [30] author provides the IoT scenario which is
comprehensively summarized and its supporting technologies and sensor networks
are reviewed. IoT is defined as a six layered architecture by the author. They just
addressed certain WSN-related problems. Research is still being carried out for
its wide-range acceptance, however, it is highly doubtful that it would be an om-
nipresent application without resolving the obstacles in its creation and providing
user privacy and security confidentiality. IoT implementation requires exhausting

efforts to resolve and present solutions to threats to its security and privacy.

The Internet of Things (IoT) and cloud computing have exposed devices to vul-
nerabilities. The increased deployment of IoT devices in the healthcare system
renders patient information subject to malicious attacks centered on the IoT de-
vices, protection and privacy. Although such security issues have been discussed
by several researchers in IoT, there is an unfortunate lack of a systematic review
of IoT’s security issues for eHealth. In [31] author performs a detailed IoT security
vulnerability review. They propose a solution of using distributed security archi-
tecture in both devices and cloud application layers. Cloud computing provides
numerous other services that are booming in IoT based telemedicine practices
around the world. A lot of security problem arises in it. If security problems
are not addressed, practical adoption of telemedicine in the cloud can be greatly
disrupted. The author [32] describes possible attacks that can be carried out on
the cloud. In the cyber industry, the Intrusion Detection System (IDS) is quite a
good solution for tackling these attacks. To achieve great results, they use mul-
tiple algorithms like RandomForest, J48 etc., but future work involves proposing

an effective security solution using IDS as a defender for cloud environments.
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A generic interpretation of IoT is that in several domains it provides multiple
facilities, using typical internet infrastructure by allowing various communication
patterns such as human-to-object, object-to-object. In terms of computing power,
memory and bandwidth, [oT objects have their own limitations. Therefore, IoT
vision has suffered from unparalleled attacks targeting not only people but also
businesses. Some instances of these attacks are loss of privacy, organized crime,
mental illness, and the likelihood of endangering human lives. The author [18§]
proposes a new four-layered IoT reference model based on the strategy of building
blocks, in which a detailed IoT attack model consisting of four main phases is
created. It will allow the prospective investigator to create a better approach to

these attacks.

In today’s emerging environment, all devices are getting smarter and can also
connect with other devices. Due to heterogeneity existence, it also has to face
certain difficulties in securing overall privacy. The author [33] proposes several
forms of DDoS-focused vulnerability. It requires mechanisms to avoid such an
attack that can detect and prevent it from attacking, but it has limited power
capacity due to small devices. So the process must be added at the entrance of
the network. They only address common attacks on DDoS so that it can be useful

to potential researchers when developing their countermeasure.

Cyber security has to contend with a wide range of potential threats, appearing
at a higher number every day. Therefore, evaluation of future attacks and risks
is critical. As the domain information is complicated and quickly expanding,
ontology can be helpful in integrating and sharing the knowledge needed for cyber
security assessment and for prioritized countermeasures. In [34] author model
known attacks and it’s products with an ontology that is capable of providing a
full understanding of threats, but flexible to add new threats and reason what
threats are important to a particular IoT configuration. Evaluation of ontology is

important which is its future phase and many researcher are working on it.

The IoT is the new subject of analysis and the security problems are a more pow-

erful aspect, too. The author [35] concentrated on devices that are not endorsed
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by their manufacturers and their updates may not be available for those devices.
Another IoT security challenge is to approve the signal via the web connection.
Many IoT devices do not encrypt the message until it is transmitted over the
network. Due to a lack of safety mechanisms in IoT devices, a large number of
IoT devices have become targets of cyber attacks. The author discusses twelve

different kinds of attacks long with their behavior.

The Internet of Things (IoT) brings a lot of advantages to our lives. Removing me-
nial duties and enhancing the daily effectiveness of things. The Internet of Things
might not be as safe as you think because several variables limit the devices used.
In [1] the author looks at the latest developments in IoT protection and the most
successful strategies for securing IoT devices. They address the IoT architecture

based on three layers, i.e. perception layer, network layer and application layer.

Safe routing is important for accepting and using of sensor networks for many
applications, but the author [12] has shown that the presently suggested rout-
ing protocols are unreliable for these networks. The author proposes security
objectives for routing sensor network, illustrate how attacks against ad-hoc and
peer-to-peer networks can be adapted to effective sensor network attacks. It im-
plements two classes of novel sensor network attacks, i.e. sinkhole and hello flood,
and examine the security of all major routing protocols of the sensor network. The

author identifies threats and propose countermeasures for construction.

With the rapid growth of internet technology and communications technology, our
lives are increasingly being led into a fantasy space of virtual worlds. In addition
to the advantages of IoTs, there are also protection and security benefits and
privacy issues at various levels, such as front end, back end and the network. The
author introduced architecture to the Internet of Things in [8] and design and
resolve those protection and privacy issues at various layers of [oTs. Several open
issues were also found by the author, the protection and privacy issues that need
to be resolved are targeted by the research community to build a healthy and
trustworthy platform for delivery of the future of the Internet of Things. There

are a lot of twist questions facing researchers to work with.
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The Internet of Things (IoT) has received substantial academic interest in recent
years. The internet’s future would comprise of heterogeneously interconnected
devices that will further expand the world’s boundaries of physical entities and
interactive parts. The Internet of Things (IoT) can provide new functionality to
connected objects. The Author’s [36] address the role of SOA (Service Oriented
Architecture) in it as well as related enabling technologies for SOA implementation.
The concepts, design, basic technology, and implementations of [oT are evaluated

by author in [36].

Radio Frequency Identification (RFID) technology can be commonly used in pro-
duction, retail, logistics, transportation, medical, and protection in different indus-
tries. It is one of the most promising and fastest developing technology. Despite the
enormous business potential, the RFID has certain inherent shortcomings. RFID
system security threats directly impact the rapid growth of RFID technology and
limit it. In [6] the author addresses some risks and attacks to the protection of
the RFID system that will increase and become more and more complicated. The
author also provides the security threats for RFID systems and gave an appropri-
ate solution for it. Therefore, security in RFID is an open issue so, scholars and

researchers must always focus to find the protection for RFID technology.

2.2 Classifications in Different Surveyed Tech-

niques

In this section we are going to discuss the classification published in different
surveyed papers. These survey paper contain classification which is related to
different aspect of IoT attacks. We ensured that there is no comprehensive clas-
sification exist in these surveyed techniques. For this purpose we want to review

these classifications.

In this classification author [2] discuss attacks according to the common architec-

ture of the IoT which contains only three layers i.e. perception layer, network layer
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and application layer. This classification is divided into four categories, i.e. phys-

ical attack, network attack, software attack and encryption attack and it cover 25

attacks.
loT Attacks
Physical Attack Network Attack Software Attack Encryption Attack
Node Tempering —)‘ Traffic Analysis Attacks '—1 Virus and Worms Side Chanel Attacks
RFID Spoofing Spyware and Cryptanalysis Attacks
RF Interf
R =) Malicious Node a)Ciphertext Only
REID Elonmg Adware Attack
_)| Node lmmig : =2 ) rown Pl
| Trojan Social Horse Attack
RFID Unauthorized 3‘
o —| ;cacuesswe ¢|Chosen Plaintext
) Ma;ﬁ:g“ —)‘ Malicious seripts o
Sl At Ciphertext Attack
i‘ il Dage Denial of Service T
Man In the Midclle - e e e
Attack
Attack

Social Engingering

I

Sleep Deprivation
Attack

4

Malicious Code
Attacks Injection
on the Node

A

Denial of Service

- Routing Information
Attacks

Sybil Attack

g

FIGuRE 2.1: IoT and its security attacks [2]
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In this classification author [3] draw a map of cyber attacks to know the threats,
vulnerabilities and expected risks within IoT based healthcare. In this classifi-
cation, author spilt these attacks into three layer attacks, i.e. application layer

attacks, network layer attacks and perception layer attack and cover only 21 at-

tacks.
Cyber Attacks in loT-based-Healthcare Infrastructure
I
y y y
Application Network Layer Perception Layer
Layer Attacks Attacks Attacks
Session —)l IPu6 Fragment Attacks RFID Sniffing
Medjacking
Atacks Passe | P5ecFlood Atacks RFIDSpoofing
—)| (DNS,NTP) Amp\ification _)| ARP Table Poi50mng q RED C\omng
—)| Persistent XSS Attacks | Network Virtualization _)I RFD DerialofSenice
Attacks
Application Request Floods ‘
_)‘ —)| laaS Cloud Attacks Physical Attacks

i

DHCP Starvation Disclosure of Sensitive
Routing Information

HTTP Get Request Exhaustion

—)I Distributed Denial of Service loT-healthcare Infrastructure

Medical Resource Exhaustion

Automatic Malware Injection
Malware Injection Attacks -E Aifcation Atack
Advanced Malware Injection _)| mpificaton Attacs

Volumetric Attacks

|

SQL Injection DB Medical Information _)| Applicative Attacks

I S A A A

FIGURE 2.2: Cyber attack classification in IoT based healthcare [3]
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The author [4] of this research paper claims that their classification is specific

to other classifications based on [oT since their classification is divided into four

groups, i.e. physical attacks, network attacks, software attacks, and encryption

attacks and it covers 25 attacks.

Physical Attacks

Network Attacks

Software Attacks

Encryption
Attacks

Node Tampering

Traffic Analysis
Attacks

RF Interference

RFID Spoofing

Virus and Worms

Side Channel
Attacks

Node Jamming

RFID Cloning

Malicious Node
Injection

RFID Unauthorized
Access

Spyware and
Adware

Physical Damage

Sinkhole Attack

Social Engineering

Man In the Middle
Attack

Trojan Horse

Cryptanalysis
Attacks:
a)Ciphertext Only
Attacks
b)Known
Plaintext Attacks
c)Chosen
Plaintext or
Ciphertext Attack

Sleep Deprivation
Attack

Denial of service

Malicious Code
Injection on the
Node

Routing
Information
Attacks

Malicious Scripts

Sybil Attack

Denial of Service

Man In the
Middle Attack

FIGURE 2.3: Classifications of IoT attacks [4]

The author [24] provide this classification which will allow the scholar to under-

stand different kinds of attacks in this taxonomy. This classification consists of

eight categories, i.e. device property, location, strategy, information damage level,

host based, access level, protocol based, communication stack protocol and it cov-

ers 23 attacks.

I Taxonomy of Attaclss on ToT

| | A ttaclk based on

I Device Property I Location

Strategy I

I Access Leva I

1
I Protocol-based I

Low-end class Insider

Phvsical

Passive

Disruption

High-end class Outsider

i

Logical

Active

Dewviation

Information
Damage Level

Interception

Fabrication

Interrupton

Eavesdropping

Modification

I Host-based I
User I

Hardware

Software

Communication
Stack Protocol

Phywsical

Link

Network

Transport

Application

FIGURE 2.4: Taxonomy of security attacks on IoT [24]
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In this figure author [24] discuss layer based attacks with its techniques so that
future researchers/scholar can get help through this and design its countermeasure.

It consists of five layers, i.e. physical layer, data link layer, network layer, transport

layer, application layer and 16 attacks.

Layer Attacks Methods/ Strategies attacks
: Creates radio interference and exhaustion on loT
: Jamming :
Physical devices.
Tampering Creates compromised nodes.
. Simultaneously transmit two nodes of the same
Collision
frequency.
Data Link Exhaustion By repetitive collision the nodes.
Unfairess Using above link layer attacks.
Spoofed, altered of replayed Creates routing Ioopg, extend or ghortemng
o . sources routes, attracting or repelling network
routing information
from select nodes.
: : Choose what information that gathered before
Selective forwarding o
transmit it.
Sinkhole Monitoring, Redundancy, Authentication
Network Sybil Single node duplicates its node to be in multiple
y locations.
Selectively tunneling or retransmit information to
Wormholes .
the loT devices.
HELLO flood Uses HELLO packets as weapon to launch the
attack on loT system.
Acknowledgement spoofing Spoof the link layer acknowledgements for
overhead packets.
: Repeat the request of a new connection until the
Flooding (0T sust h max evel
Transport oT system reach maximum level.
De-synchronization Disruption of an existing connection.
Attacks on reliability and clone | The adversaries usually masquerade like normal
attack: behavior in loT system. Attackers also can still
Application Clock skewing, Selective choose a message that he/she intend in the loT
message forwarding, Data system and launched their own malicious
aggregation distortion activites,

FIGURE 2.5: Layered based attacks with their attack strategies in IoT System

[24]
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The author [28] constructs and observes IoT vulnerabilities in this taxonomy

within the range of layers, security effects, and attacks, method of remediation

and awareness capabilities of the situation and then describes each of them.

Device-hased
[50]. [56]

M twork-based
[60]. [61], [88}-{21]

Secuity Igact }_,

Softwane-basad
(72]. [74]. [83], [32}-[%]

Confidentiality
[£6]. [67]. [S6]-[38]

Integrity
(2], [95], [100]

Availability
32], [57], [101]

Accountabiliny
[51]

Attacks against Confidentiality
and Authentication

[70]. [102}H{106]

Attacks against Data Integrity
[79]-{82], [107], [108]

Altacks against Availability
| [54]. [55). [59). [78]. [109H-{111]

and
Authe ntication Schemes
[33], [62}H64], [¥7], [112}-[118]

Accam and Authen-
tication Contols

Biometric-based Models
[75), [117}-{119]

H Comemann

Softwars A ssrance
[B4], [85], [121]-[123]

Situational Awareness Capabilities
. |

| | I —

Comex -aware Permi ssicn Models |
[7a], [120]

Security Protocols
[e8], [69], [124]-[130]

Wulnerahility A sssssment

[85], [71], [77]. [131}[133]

e

Matwork Dacovary
[141]q151]

Intrusion Detection

Behavior-basad J
[152}-[156]

Knowladge-basad J
[21], [58], [157], [158]

FIGURE 2.6: A categorization of IoT vulnerabilities [28]
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Author [29] presents this taxonomy for IoT security using machine learning or deep

learning ML /DL. In this taxonomy [oT security is classified into five categories i.e.

[oT system, IoT security threats, learning methods for IoT security, ML /DL for

layers security and challenges and future directions. In this classification, author

discuss how ML/DL methods use to secure the communication between IoT based

system based on the traditional architecture of IoT which consist of three layers

i.e. application layer, network layer and perception layer.

Taxonomy of MLIDL for loT Security
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Security
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fmplemention ML and
DL at Edge

Synergic Integration of
ML/DL with Blockchain
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FIGURE 2.7: Thematic taxonomy of ML/DL for IoT security [29]
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In this diagram author [29] discuss basic attacks which can affect its basic security
requirement. In this diagram threats are divided into two categories, i.e. active
threat and passive threat. These active and passive attacks are related to the
basic security of IoT system which is confidentiality, integrity, authentication,

authorization, availability and non-repudication.

Privacy and Threat
gxamples

Collecting Data e.q.
eavesdropping

, Affect L
Passive Threat ——mConfidentiality

¥ Tracking user

Impersonation(title
[ programmer loT Objects)

& e.0.APTs sybil spoofing and
7
Active Threat Authentication[ =~

Inteqrity

man in the middle attack

i =

i Malicious Input{Virsus,spam.
;__{ ransomware and troja)
Authorization :F
i Data Tampering
i Denial of Service(such as
Availability - drain the battery of the loT
i object terminating
| ¥ | communication channel)
\ | e.0.botnet
- |
) Repudiction

FIGURE 2.8: Potential threats in the IoT system [29]
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The author [13] addresses attacks on WSNs in this diagram. These attacks are
defined by the author on the basis of the OSI model. These attacks affect four
layers: the physical layer, the MAC layer, the network layer and the application

layer and it cover 13 attacks.

OSl Layers Attacks

Application Layer | Clock Skewing, Selective Message Forwarding, Data
Aggregation Distortion.

Network Layer False Routing, Packet Replication, Blackhole, Wormhole,
Sinkhole

MAC Layer Traffic Manipulation, Identity Spook

Physical Layer Device Tampering, Eavesdropping, Jamming

FIGURE 2.9: OSI layer attacks [13]

Based on WSN technology, the author [9] addresses different vulnerabilities. These

attacks are split into two categories: active and passive attacks and it covers 18

Security Attacks on WSN }T
Active Aftacks Passive Attacks
DoS Attack Spoofed routing Monitoring and
information Evasdropping
Physical Aftack
Forwarding Traffic Analysis
Routing Attack ,
Sinkhole/Blackhole Camouflage
' > Adversaries

Syhbil Attack

attacks.

in

Node Replication
Aftack

Node Qutage
Altack | Wormhole Altack

Aftack HELLO Flood
Gathering cknowledgement

Spoofing

il

l

False Mode

I

FIGURE 2.10: Security attacks on wireless sensor network [9]
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In this taxonomy author [18] addresses hardware attacks of IoT objects. It covers

18 attacks.
Physical attacks on [
loT objects
'|
4 . 4 L]
Outage attacks Physical Damage | Node Replication Side-channel attacks
|
I v 4
Object Jamming Obyect Tempering ~ Camouflage
A y . . Cloning Tags
Hardwere Trojans Tags Tempering Social Engineering

3 v
RF Interference on RFIDs ~ Malicious Code Injection
FIGURE 2.11: Taxonomy of physical attacks against IoT objects [18]

The author addresses [18] attacks that target only the network protocols in this
taxonomy. It is divided into two groups, i.e. RPL attack-based (low power and

lossy network routing protocol), 6l0WPAN-based attacks and it cover 10 attacks.

4 N
Selective forward ¥ 4
; elective forwa :
Sybilattack o Fragmentation Confidentiality
v - e attack s
Black hole  Hello flooding v
Waormhole o
attack v attack o attack Authentication
attack

Versionattack 4o ntity attack

FIGURE 2.12: Taxonomy of network attacks against IoT objects [18§]
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The author addresses [18] communication protocol-based attacks over networks.
It is categorized into three classifications, i.e., TLS, attacks against the application

protocol, attacks based on TCP/UDP and it cover 21 attacks.

i L
. f v L ] .
Padding Attacks on poor Attacks on
Oracle \ SSL themselves v \ :
(Thirteen) / L
| | oo | \\ e oo
B g I\ ® LA
¥ Stipping | - | TCP-UDP | TCP-UDP
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Py o f I
Kima03  peast TS PP O™ L daemon crash themiddie '™ o Sop port
Marr: CoAP; Pl'_.-’ KAQTT iMHJ sCan
Authentication shared key g e Authentication
attack attack overflow attack

FIGURE 2.13: Taxonomy of communication protocol attacks [18]

The authors [18] discuss certain attacks related to data in this taxonomy, i.e.
placed on IoT objects locally or remotely placed on the cloud and it cover 13

attacks.

FIGURE 2.14: Taxonomy of data at rest attacks [18]
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The author [18] addresses those attacks in this taxonomy in which the attacker
does not damage data, but can do other harm to it, such as software attacks, etc..

It covers 19 attacks

a saL »

. Code injection Control .
Virus, Worms, . injections 1 hijacking Malware
Trojan horse Brute-force 4 Exploitation of a

search Cross Site misconfiguratio J
¥ t Scriptin
» Unknown attack P 3 k . Eavesdropping 4
attack Cross Site S ——
Backdoor » Malware Request Forgery 4 EVerse tngineening 4
- : Reprogram v Path-based Maliciously
Phishing Sk Distributed Denial of 008 St e

Attacks Service Distributed

FIGURE 2.15: Taxonomy of IoT software [18]

The authors present different classifications based on their perspectives on various
surveyed techniques. Those methods were limited to a few basic criteria. We
couldn’t find a comprehensive classification that listed all of the attacks in one

place.

2.3 Conclusions

Various techniques and their classifications have been surveyed in this chapter. It
was observed that each of the classifications focused on particular classes (physical
attacks, network attack, software attack, encryption attack etc.) for ToT attacks.
According to our acquired knowledge, it has been found that there is no compre-
hensive IoT related attack classification available that can model all the different
attacks. In the next chapter, we will propose a comprehensive ontology related to

[oT based healthcare system and the steps to develop this ontology.



Chapter 3

Proposed Ontology

After carrying out a detailed survey in chapter 2 on the classification of IoT attacks
in the healthcare domain, we conclude that there is no comprehensive classifica-
tion of IoT attacks available in the healthcare system. Proposed ontology is my
contribution in this IoT base healthcare domain. This chapter is divided into 2
sections. In section 3.1 our proposed ontology development is divided into four
stages which are knowledge acquisition, conceptualization, implementation and
evaluation. We discussed three stages here in detail. Ontology evaluation will be

discussed in the next chapter. In section 3.2 we conclude this chapter.

3.1 Proposed Ontology Development

We are going to propose one comprehensive ontology which contain information
regarding disruption attacks that occur in IoT based environment in general and
specific in the healthcare domain. We have studied various attacks from various
papers and then we have conceptually modeled them in the form of ontology by

implementing that ontology by using protégé software [37].

Ontology development lifecycle has many methodologies such as feature driven de-
velopment, TOVE [38] etc. To develop this ontology we have adopted the following
steps:

25
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—_

. Knowledge acquisition

[\

. Conceptualization

w

. Ontology Implementation

e~

. Ontology Evaluation

3.1.1 Knowledge Acquisition

To provide an ontology for the attacks which is related to IoT base healthcare
system, we need to acquire the knowledge in this domain. From the surveyed
techniques in literature review we have gathered knowledge which is modeled in
tabular form. Each table consists of five research papers. In these tables, each
row consists of different types of attack and each column consists of published
techniques in which these types of attack exist. Tick means that the attack is
included in the published techniques in these tables, while empty cells imply that
there is no attack in this technique. The numbers of attacks which occur in these

research papers are shown in 3.1, 3.2, 3.3, 3.4.

TABLE 3.1: Information disruption attack classification

No. Attack name Riaz, Jyoti, Djenna, Elrawy, Loannis,

2015 2015 2018 2018 2015

01 H/W Compromise v v
02 S/W Compromise v v
03 Standard protocol com- Vv
promise
04 Network Protocol Stack v
Attack
05 Node Tempering v
06 RF Interference  on v v
RFIDs
07 Node Jamming in WSNs v v
08 Malicious Node Injection v v v
09 Malicious Node Adware v
10 Physical Damage v v v
11 Social Engineering v v
12 Sleep Deprivation Attack v v
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13
14
15
16
17
18

19

20
21

22
23
24

25
26
27
28
29
30
31

32
33
34

35

Malicious Code Injection
Sinkhole attack

Traffic Analysis Attacks
RFID Spoofing

RFID Cloning

RFID Unauthorized Ac-

cess
Man in the Middle At-

tacks
DoS/DDoS Attack
Routing Information At-

tacks

Sybil Attack

Phishing Attacks

Virus, Worms, Trojan

horse, Spyware  and

Aware

Malicious Scripts
Side-channel Attacks
Cryptanalysis Attacks
Session Medjacking
Ransomware

Timing Attacks

Mass Node Authentica-

tion Problem
DNS, NTP Amplification
XSS Attacks
Application

Flood
DHCP Starvation

Request
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In table 3.1 some number of attacks are removed because these attacks do not oc-

cur in these five published techniques. The number of attacks which we removed in

this tables are ( Device tempering, Physical attacks, Ip address spoofing, Session

hijacking, Cross site scripting, DNS spoofing, FMS attack, Korek attack, Chop-

chop attack, Fragmentation attack, PTW attack, Google replay attack, Micheal

attack, Ohigashi-Morii attack, Dictionary attack, ZED sabotage attack, Selective

forward attack, Zigbee attack, Homing attack, Flooding attack, Eavesdropping,

Sql injection, Node replication attacks, Node outage attacks,Object replication

attack, Camouflage). These attacks are covered in next tables.
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TABLE 3.2: Information disruption attack classification
No. Attack name Zao, Djamel, Nawir, Jing, Stellios,
2013 2018 2016 2014 2018
01 Node Temparring v
02 Malicious Node Injection v
03 Sinkhole Attack v
04 RFID Spoofing v
05 DoS/DDoS Attack v v
06 Routing Information Attacks v v
07 Sybil Attack N
08 Virus, Worms, Trojan horse, Spy- v
ware and Aware
09 Side-channel Attacks v

In table 3.2 only nine attacks are presented. Remaining 58 attacks are not pre-

sented in published techniques which we surveyed in literature review. They are

presented in other published techniques.

TABLE 3.3: Information disruption attack classification

No. Attack name Daman, ‘Wahid,
2014 2015

01  Device Temparing v

02  Eavesdropping v

03 Node Jamming in WSNs v

04 Malicious Node Injection v

05 Node Replication Attacks v

06 Node Outage Attacks v

07  Sinkhole Attack v

08 Traffic Analysis Attacks v v

09 DoS/DDoS Attack v

10 Routing Information Attacks v v

11 Blackhole Attack v v

12 Sybil Attack v

13 Virus, Worms, Trojan horse, Spyware and Aware v v

14 Hello Flood v

15 Timing Attacks v

16  Physical Attacks v
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In table 3.3 only sixteen attacks are presented. Remaining 51 attacks are not

presented in these published techniques. They are presented in other techniques.

TABLE 3.4: Information disruption attack classification

No. Attack name Gill, Hezam, Sonar,
2019 2018 2014
01 H/W Compromise v
02  Eavesdropping v
03 Sql Injection v
04  Object Replication Attack v
05 RF Interference on RFIDs v
06 Node Jamming in WSNs v v
07  Camouflage v
08  Malicious Node Injection v
09  Social Engineering v
10 Sinkhole Attack v
11 RFID Spoofing v
12 De-synchronizing Attack v
13 Man in the Middle Attacks v v
14 Network Sniffing v
15 Drown Attack v
16  Bootstrapping Attack v
17 DoS/DDoS Attack v v v
18  Blackhole Attack v
19 Sybil Attack v
20 Virus, Worms, Trojan horse, Spyware and v
Aware
21 Hello Flood v v
22 Side-channel Attacks v
23 Session Hijacking v
24 Physical Attacks v
25  Ip Address Spoofing v
26 Cross-site Scripting v
27  DNS Spoofing v
28 FMS Attack v
29  Korek Attack v
30  Chopchop Attack v
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31  Fragmentation Attack v
32 PTW Attack v
33  Google Replay Attack v
34  Micheal Attack v
35  Ohigashi-Morii Attack v
36  Dictionary Attack v
37 ZED Sabotage attack v
38  Selective Forward Attack v
39  Zigbee Attack v
40 Homing Attack v
41  Flooding Attack v

In table 3.4 some number of attacks is removed because these attacks do not oc-
cur in these published techniques. The number of attacks which we removed in
this tables are (s/w compromise, standard protocol compromise, device tempar-
ing, network protocol stack attack, traffic analysis attack, RFID cloning, routing
information attack, phishing attack, DNS, NTP amplification, XSS attacks, ap-
plication request flood, DHCP starvation, RFID unauthorized access, malicious
node adware, sleep deprivation attack, malicious code injection, node replication
attacks, node outage attacks, physical damage, node temparring). These attacks

are covered in previous three tables.

3.1.1.1 Frequency of Attack Occurrence in Different Surveyed Tech-

niques

Several attacks from the acquisition of knowledge have been grouped into five
different tables 3.5, 3.6, 3.7, 3.8, 3.9 in this section. Each table includes the names
and frequencies of these attacks. In various published techniques, these frequency
numbers indicates the number of occurrences of each attack. These numbers of
attacks are grouped in different tables. Each group is represented by Group A, B,
C, D, E respectively. Each group contains attacks which are organized in previous
section 3.1. Each group contains 15 attacks, according to these table 3.1, 3.2,
3.3, 3.4. Node jamming in WSNs, malicious node injection, sinkhole attack, RFID
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spoofing, man in the middle attack, DoS/DDoS attack, routing information attack,
sybil attack, virus, worm, trojan horse, spyware and adware, side-channel attack

has higher frequencies.

TABLE 3.5: Group A

Attack name Frequency

H/W Compromise

S/W Compromise

Standard Protocol Compromise
Device Tempering
Eavesdropping

Sql Injection

Object Replication Attack
Network Protocol Stack Attack
Node Tempering

RF Interference on RFIDs
Node Jamming in WSNs
Camouflage

Malicious Node Injection
Malicious Node Adware

Node Replication Attacks

== O = Ot W W NN DN W

TABLE 3.6: Group B

Attack name Frequency

Node Outage Attacks
Physical Damage

Social Engineering

Sleep Deprivation Attack
Malicious Code Injection
Sinkhole Attack

Traffic Analysis Attacks
RFID Spoofing

RFID Cloning

RFID Unauthorized Access
De-synchronizing Attack
Man in the Middle Attacks
Network Sniffing

Drown Attack
Bootstrapping Attack

o= R =W WOt e O W NN W W
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TABLE 3.7: Group C

Attack name

Frequency

DoS/DDoS Attack

Routing Information Attacks
Blackhole Attack

Sybil Attack

Phishing Attacks

Virus, Worms, Trojan horse, Spyware
and Aware

Hello Flood

Malicious Scripts

Side-channel Attacks

Cryptanalysis Attacks

Session Medjacking

Session Hijacking

Ransomware

Timing Attacks

Mass Node Authentication Problem

10
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TABLE 3.8: Group D

Attack name

Frequency

Physical Attacks

Ip Address Spoofing
Cross Site Scripting
DNS Spoofing

FMS Attack

Korek Attack
Chopchop Attack
Fragmentation Attack
PTW Attack

Google Replay Attack
Micheal Attack
Ohigashi-Morii Attack
Dictionary Attack
ZED Sabotage Attack
Selective Forward Attack

e e e e T e T e e e T = T =S S S O )
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TABLE 3.9: Group E

Attack name Frequency

Zigbee Attack

Homing Attack

Flooding Attack

DNS, NTP Amplification
XSS Attacks

Application Request Flood
DHCP Starvation

= e e

Group A, B, C have the number of attacks which have higher frequency while
group D and E contains low frequency. This number of frequencies indicate that
which attacks are more critical in this domain. We plot graphs using the frequency

of these attacks.

3.1.1.2 Plots for Frequency of Surveyed Attacks

Graphical representations of different attacks will be addressed in this section. By
viewing these plots researcher/ scholar can find out which attack is very critical
or repeated. These attacks are grouped by the frequency of attacks that helped
me to generate charts from Microsoft Excel. These charts are created on the basis
of two parameters, the number of attacks and their frequency level.

Figure 3.1 consists of the group A attacks that we have randomly put together. In
it the highest frequency of attack is malicious node injection and node jamming

in WSNs.

Frequency

FIiGURE 3.1: Group A
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Figure 3.2 includes the group B attacks focused on an IoT based healthcare system.

The highest frequency of attacks is sinkhole attack, traffic analysis attack, RFID

spoofing, man in the middle attack.

20
18

16

14

12

Frequency

FIiGURE 3.2: Group B

Figure 3.3 includes the highest frequency in all of the attack types. The highest
frequency of attacks are DoS/DDoS attack, routing information attacks, sybil

attack, virus, worm, trojan horse, spyware and adware attack and side channel

attack.

Frequency
=
=]
Il
|

FiGURE 3.3: Group C

Figure 3.4 includes the lowest frequency attacks.
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F1GURE 3.4: Group D

Figure 3.5 also contain lowest frequency attack on IoT based healthcare system.
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FiGURE 3.5: Group E

These charts that are shown in figure 3.1, 3.2, 3.3, 3.4 and 3.5 show attacks and

their frequencies. These frequencies tells which attack is more critical as compared

to others.

3.1.1.3 Venn Diagram for Knowledge Acquisition

From the surveyed techniques in literature review, we have gathered attacks which
is modeled in tabular form. From those tables we find the frequency occurrence of
[oT attacks in healthcare domain. These attacks are categorized in four subclasses
which is Network protocol layer based attacks, health care data attack, network

infrastructure base attack and miscellaneous attacks. These subclasses are further
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divided into subclasses. The Venn diagram is only made for an abstract class of

[oT attacks. These attacks show the overlapping relationship between them.

FIGURE 3.6: Venn diagram of IoT attacks

3.1.2 Conceptualization

On the basis of the acquired knowledge which we gathered in the previous section
we conceptualize the base class into four sub-classes shown in figure 3.7 by using
the top down method. These subclasses are classified according to basis of network

protocol, data attacks, network structure and miscellaneous attacks which further
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explain in 1, 2, 3 and 4 connector. These connectors connect subclasses which are

shown separately in diagrams.

Information Distuption
attack on loT based
Health care system

Miscellaneous

Network Protocol

attacks

[ayer hased attacks

Network

infrastructure
hased attacks

Health Care
data attacks

FI1GURE 3.7: Conceptual model of Information Disruption Attack on IoT based
healthcare system

Attack based on network protocol is shown in figure 3.8 which relates to network
protocol attacks. It is further divided into TCP/IP layer attack, communication
protocol based attack, RPL (Routing Protocol for Low Power and Lossy Networks)
and 6loWpan. 6loWpan is the upgrade version of the Internet Protocol (IPv6) and
Low-power Wireless Personal Area Networks (LoOWPAN). 6LoWPAN, allow for the
smallest devices with limited processing ability to transmit information wirelessly
using an internet protocol. Some attacks like sybil attack and hello flood attacks
are repeated in different sub classes like WSN attack, network attack, etc. Some
subclasses are further divided into subclasses which are shown in 1.1, 1.2, 1.3, 1.4,

1.5, 1.6, 1.7, 1.8, 1.9 node diagrams.



Proposed Ontology 38

Network protocol

Network attack

attack

TCP/IP layer
attack

Communication

protocol based

Router attack

Datalink

layer attack

Network/Inter

Application

layer attack net layer attack

Physical/Percept

Hello flood
attack

(2) 77

Version
altack

T t i
ransporf ion layer attack

Session
Attack

layer attack

Fragmentation
attack

MAC layer
attack

Confidentiality

Selective attack

forwarding
attack

Authentication
attack

Identity
attack

FiGuRrE 3.8: Conceptual model of attack based on network protocol

This classification which is shown in figure 3.9 is related to the actual data which
resides locally or remotely on devices. It is further divided in a subclass which is

shown in 2.1 node diagram.

Health care
data attack

Data
attack

Fi1GURE 3.9: Conceptual model of healthcare data attack
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Network infrastructure base attacks in figure 3.10 are further divided into four
subclasses i.e. WSN attacks, network attack, software attack and encryption at-
tack. WSN (wireless sensor network) consist of low cost and low power, small
devices which are compromised by an attacker by different attacks. WSN attacks
are further categorized in active attacks and passive attacks. Network attack gain
unauthorized access to [oT devices. The attacker does not need to be close to net-
work to implement these attacks. In computerized system software attack are the
main source for attacker to implement attacks by using its vulnerabilities. Encryp-
tion attacks are based on how the attacker can attack by breaking the encryption
scheme i.e. used in IoT devices. It is further divided into subclasses which are 3.1,

3.2, 3.3, 3.4, 3.5, 3.6 nodes. These sub classes are shown below.

Network
Infrastructure
based attack

WSN attack
Encryption
Attack

Software attack

RFID
attack

Radio
Frequency
attack

Passive
attack

F1GURE 3.10: Conceptual model of network infrastructure base attack
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This category shown in figure 3.11 is designed to keep some passive attacks and
physical attacks on IoT devices. It is divided into three categories, i.e. analysis
attacks, malicious activity attacks and physical attacks which are shown in 4.1,
4.2 and 4.3 node. Analysis and malicious activity attacks are only monitoring base
attacks. They monitor the network activity and steal information. On the other
hand, physical attacks focused on hardware based attacks. An attacker needs to

be very close to hardware to implement these attacks.

Miscellaneous
attack

Analysis attack

Malicious physical attack

activity attack

4.1

FiGURE 3.11: Conceptual model of miscellaneous attack

Communication protocol shown in figure 3.12 is used to exchange messages be-
tween IoT objects and provide a standard way for naming, messaging and control-
ling. Naming means by which an object of IoT device is recognized. Messaging
means how [oT message is structured. Controlling mean manage the flow. It
is divided into three subclasses i.e., TLS, application protocol and TCP/UDP
protocol. TCP/UDP is transport layer attack. Application protocol based on ap-

plication layer attacks which compromises the sensitive data. The main target of
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such attack is to try to take out the use of Transport Layer Security (SSL/TLS)

by manipulating unencrypted protocols.

Communication
Protocol hased
attack

Padding Thirteen

w TCP SYN flood

TCP-UDP port
scan

Application
Protocal

Diffie Hellman
MQIT Auntication
attack

Parameter TLS

UDP Flood

XMPP daemon
crash

TCP-UDP hi-

jacking

MQIT:huffer

overflow

CoAP:Pre-shared
key attack

TCP-UDP
fragmentation

XMPP:Authenti
cation attack

FiGURE 3.12: Conceptual model of communication protocol based attack

As application layer support all sorts of business services such as recognizing valid
data, spam data and even malicious data, and filter them. The data in IoT is
huge and dynamic so it can easily be compromised by the attacker. Application
layer attacks which are shown in 3.13 contains those attacks which compromise

its security. Some of its attacks are also repeated in WSN attacks.
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Medical Resource

Exhaustion

FiGUuRE 3.13: Conceptual model of application layer attack

Session attacks are shown in figure 3.14 poses a serious threat to all session key
schemes in healthcare domain of [oT. Its attacks are repeated in application layer

attacks, network attacks and encryption attacks.

o © © O

/ \
Encryption Network session Application
Attack Attack Attack layer attack

Session

hi-jacking

Session med-
MANin the

middle attack

jacking attack

FI1GURE 3.14: Conceptual model of session attack
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Transport layer can access network, core network and LAN. By accessing network,
core network and LAN different attacks can compromise its security which is shown
in figure 3.15. It is the combination of heterogeneous network. Its attacks are also

repeated in WSN attacks.

Transport layer
attack

De-

Synchronization

FiGURE 3.15: Conceptual model of transport layer attack

Network /Internet layer is the backbone of IoT base healthcare system. This layer
provides services to open interface for the various services related to medical staff
and patients. The attacks based on this layer which is shown in figure 3.16 are
very crucial. An attacker can compromise the security of every device which
is connected to this network. Number of attacks which exist in this model is
repeated in many sub classes such as WSN attacks, router attack, network attacks

and network protocol attacks.
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Network/Internet

Network Protocol
attack

layer attack

Router attack
WSN attack

ed Active attack

RPL

Spoofed, alter or

replayed routing

Packet information \‘Q"A
Replication attack "
v ARP table
poisoning IP vE Fragment
@ attack

~
’ Sinkhole attack
Blackhole attack
Selective laaScloud
Forwarding attack )
Disclosure of sensitive
routing attack

Network
Visualization IP Sec Flood
attack False Routing
attack

FIGURE 3.16: Conceptual model of network/internet layer attack

Figure 3.17 shows that Data link layer which can transmit data between network
entities and detecting and likely correcting errors that may occur in the physical
layer. The attacker can intercept data frames on a network, modify or stop them.

Its attacks are repeated in WSN attacks as well.

@

WSN
Attack

Data link layer
attack

Active
Attack

FIGURE 3.17: Conceptual model of data link layer attack
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Figure 3.18 shows MAC layer attacks while transmitting the data between IoT
objects, node should gain right for a transmission for a specific period of time.
Node identification is embedded on packets which are being transmitted. The

attacker can easily manipulate the packet.

1.8

WAC layer
attack

ldentity

spook

F1cURE 3.18: Conceptual model of MAC layer attack

Those attacks which are shown in figure 3.19 which put impact on network layer
are routing attacks. The attacker can target the routing information where data

exchange between IoT object occur.

36 1.9
/
Metwork Router
attack attack

Routing
information
attack

FIGURE 3.19: Conceptual model of router attack
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In this model different attacks which are shown in figure 3.20 can affect the data

that is in transit or at rest.

Data Atta Ck

Scoftware attack

A
3
OS attack \

Data
manipulation

Brute force

attack

Hash
Malicious collision
VIl creation Data
exposure
leakage

Ficure 3.20: Conceptual model of data attack

Data

scavenging

Wireless sensor network is low cost and low power small devices. It is categorized
into two subclasses which are shown in figure 3.21. It has two subclasses which
are active class and passive class. In active class attack, the attacker can interfere
with the radio frequency of nodes and manipulate it while in passive attacks, the

attacker can only monitor the network traffic and steal information.

Passive attack

Node malfunction
attack

Passive Information
gathering

Camouflage
adversaries

Node outage
attack

Mode replication
attack

FiGUuRrE 3.21: Conceptual model of WSN attack
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[oT object exchange information using RFID (radio frequency identification) tech-
nology. There are a lot of attacks which can alter radio frequencies and compromise
object’s security which are shown in figure 3.22. Some attacks of RFID are also

repeated in network attack and physical /perception layer attack.

Perception/physical RFID attack @
layer attack ’
« \A
. . FID un- .
RFID DOS RFID un tempering
authorized access
@ Cloning tag's
RF interface on

Fi1GURE 3.22: Conceptual model of RFID attack

Figure 3.23 shows that the attacker can interfere the radio frequency of IoT object

to compromise its security.

Physical attack

Radio frequency
attack

FiGURE 3.23: Conceptual model of radio frequency attack

In IoT objects data security and software security are two different aspects. Soft-
ware attacks which are shown in figure 3.24 are further divided into three categories

i.e. operating system attacks, firmware attacks and application based attacks. In
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operating system attacker can attack on IoT object by backdoor attack, unknown
attack etc. Majority of IoT devices lack this opportunity to be updated. So at-
tacker can exploit the vulnerability and attack on IoT devices. IoT application
attacks are related to IoT web based attacks. These applications are connected to
other applications which create a lot of vulnerabilities that an attacker can exploit.
A lot of attacks are repeated in WSN attacks, network attacks, application layer

attack, router attack, data attack, network layer attack.

o 3'4
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Oats atack Router Software attack
attack Network Application
attack [ayer attack
Netwaork layer
attack
Backdoor attack e
starvation
05 attack Application
based attack
Unknown
o Control hi-
Jacking
o (ode
Phishing iniection R
attack Bruteforce everse
Ak engineering
Cross site Pathbase DOS
request forgery
Malicious
Vi
N 1

crafted input
Reprogram
attack

Volumetric
attack

Amplification

Crosssite attack

seripting

Applicative
attack

FI1GURE 3.24: Conceptual model of software attack
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Those attacks which are shown in figure 3.25 destroy encryption schemes and

obtain encrypted data related to IoT devices.

Encryption attack

Side channel
attack

Cryptanalysis
attack

Known

Ciphertext
attack

plaintext
attack

Cipher text only

attack

F1GURE 3.25: Conceptual model of encryption attack

Analysis attacks which are shown in figure 3.26 are passive attacks which can

only monitor the network data transmission and observe the sensitive information

related to IoT devices.

attacks and network attacks.

Network
attack

Software attack

Firmware

Traffic Analysis
attack

Analysis attack

Eavesdropping

FIGURE 3.26: Conceptual model of analysis attack

Passive attack

These attacks are repeated in WSN attacks, software
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The category which is shown in figure 3.27 contains all those attacks which can
maliciously alter the flow of information or manipulate data related to IoT devices.
Number of attacks which exists in this module is repeated into physical attacks,
network layer attacks, application layer attacks, software attacks and WSN at-

tacks.

Application Network Physical attack Malicious activity @
laver attack laver attack attack

A

Social

5K

Malicious code
attack injection N
engineering

on the node Trojan horse

attack

attack

[

a Malware script

Malware
injection attack Acknowledge
\ spoofing
Malicious code @
adware

FiGURE 3.27: Conceptual model of malicious activity attack

Spyware &
malicious code
adware

This type of attacks which is shown in figure 3.28 is focused on destroying the

hardware components related to IoT devices.

Physical attack

Physical
damage

FiGURE 3.28: Conceptual model of physical attack
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3.1.3 Ontology Implementation

In this section we discuss the implementation of a comprehensive ontology of
information disruption attacks for IoT based healthcare domain which we con-
ceptualized in the previous section. The proposed model consists of all these
gathered attacks related to IoT based healthcare system. These attacks are then

implemented by using protégé.

Protégé [39] is an open-source tool for the development and management of ontolo-
gies by developers. It is more than a tool for terminology editing. It also provides
developers with a medium for using terminology in end-user applications. It oper-
ates on a broad variety of operating systems, including Windows, Linux, Mac OS
X. The new version of Protégé 5.5.0, released on 15 March 2019, is installed and

used to build an ontology for the healthcare system based on IoT.

Protégé software is used to implement 67 attacks. These attacks are classified into
four main categories which are attack based on network protocols, healthcare data

attack, network infrastructure based attack and miscellaneous attacks.

3.1.3.1 Definition of Classes and Sub-Classes

In this section we have used the knowledge from the survey of published techniques
from knowledge acquisition and conceptualization. First, we discussed the abstract
level classes from IoT based healthcare system. After that we have presented
the class hierarchies in a Protégé environment [40] by using Graphviz plugin.
Information disruption attacks on IoT have four major child classes which are

further divided into nine sub-classes.

Figure 3.29 contains four sub-classes. These classes are classified according to some
properties. Attack based on network properties contains the classes which are
related to TCP/IP layers attack. Network infrastructure based attacks are related

to those attacks which target network through various methods like encryption,
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network attack etc. Miscellaneous attacks contains only passive attacks. Health

care data attacks are related to actual data which is transmitted within the device.
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FIGURE 3.29: Abstract classes related to IoT base healthcare system

Attacks based on network protocol shown in figure 3.30 contain five more sub-
classes which are related to TCP/IP layer attack, router attack, communication

protocol attack, 6loWpan and RPL.
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F1GURE 3.30: Sub-Class: Attack based on network protocol
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All those attacks that can conveniently modify data in IoT based healthcare de-

vices include in healthcare data attacks shown in figure 3.31.
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FIGURE 3.31: Sub-Class: Health care data attack

Miscellaneous attacks which is shown in 3.32 are further divided into three sub

classs i.e. physical attack, malicious activity attack and analysis attack.
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FIGURE 3.32: Sub-Class: Miscellaneous attack
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Network infrastructure attacks which is shown in 3.33 are further divided into four
sub classes which are software attack, WSN attack, network attack and encryption

attack. These attacks damage the network infrastructure.
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FIGURE 3.33: Sub-Class: Network infrastructure base attacks

In this section we have implemented the proposed ontology in protégé. Each
subclass has a subsumption relationship with its parent class. We apply object
property to abstract subclasses of this ontology which are network protocol layer
based attacks, health care data attack, network infrastructure base attack and

miscellaneous attacks.

3.2 Conclusions

In this chapter we have successfully acquired knowledge related to attacks in IoT
base healthcare system. We then make its conceptual model. By using Protégé
we have provided detailed ontology of [oT based healthcare system. In the next

chapter, we will evaluate our ontology by using standard parameters.



Chapter 4

Ontology Evaluation

There are different methods of ontology evaluation available. In order to use
ontologies in various applications effectively, we need to check if these ontologies
are good ontologies or not? For this we need to understand the ontology evaluation.
In this chapter, we will understand the various parameters of ontology evaluation.
The results of these evaluations are discussed in coming sections. We have divided
this chapter into the two sections. Section 4.1 shows the ontology evaluation
parameters which are further divided into completeness, consistency and accuracy.

Section 4.2 concludes this chapter.

4.1 Ontology Evaluation Parameters

Ontologies are considered as reference model [41], [42], [43], [44]. There are seven
ontology evaluation parameters which are accuracy, adaptability, clarity, complete-
ness, computational efficiency, conciseness and consistency [34], [45], [46], [47], [48].
The size of ontology may create new problems that affect various phases of on-
tology, such as real-world ontology and complex ontology. Ontology related to
medical field is very complex, such as medicine which involves thousands of con-
cepts. In our ontology, we focused basic three parameters which are completeness,

consistency and accuracy. These parameters are considered important to evaluate

%)
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every ontology [47].

Completeness: It measures that, if the domain of interest is properly covered in
this ontology.

Consistency: It describes that the ontology does not include or allow any con-
tradictions.

Accuracy: This is a criterion that determines whether or not the definition, de-

scription of classes and properties in the ontology is correct?

4.1.1 Completeness

In this section evaluation of ontology for completeness is based on user study. At
this stage, a questionnaire has designed for domain experts to test this ontology.
This questionnaire is available in the Appendix A of the Appendix section. The
questionnaire was given to three domain experts along with document of proposed

ontology.

Results of user study based evaluation are shown in figures 4.1. This plot repre-
sent the statistics of answers from the questionnaire. Following are statements of

questions from questionnaire:

1. According to the scope of this research does this ontology fulfill the criteria?

2. Is the proposed ontology more comprehensive than the existing classifica-

tion?

3. In our proposed ontology, does each subclass falls accurately under parent

class?

4. Is the number of classes repeated in different subclasses is clearly modeled

and have a relationship?
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FIGURE 4.1: Plot for User study base evaluation for completeness

Average number of classes in published hierarchies is 18. Our proposed ontology

consists of 169 classes which ensure that our proposed ontology is more compre-

hensive. The number of classes repeated in different subclasses is clearly modeled

in the conceptual model in chapter 3. We perform a comparison shown in table 4.1

on published technique with our proposed ontology. This quantitative evaluation

of our ontology concludes that our ontology is comprehensive and covers almost

all attacks. We will publish our ontology and get feedback from domain scholars.

Published Techniques

Number of

Proposed ontology

classes exist classes
IoT and its security attacks [2] 29 169
Cyber attacks classification
in IoT based healthcare [3] 31 169
Classifications of IoT attacks [4] 29 169
Taxonomy of security attacks
on IoT [24] 31 169
Layered based attacks with their
attack strategies in IoT System [24] 23 169
A categorization of IoT
vulnerabilities [28] 3 169
Thematic taxonomy of ML/DL
for IoT security [29] 7 169
Potential threats in the IoT system [29] 6 169
OSI layers attacks [13] 13 169
Security attacks on wireless
sensor network [9] 20 169
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Taxonomy of physical attacks

against IoT objects [18] 14 169
Taxonomy of network attacks

against IoT objects [18§] 13 169
Taxonomy of communication

protocols attacks [18] 27 169
Taxonomy of data at rest attacks [18] 14 169
Taxonomy of IoT software [18] 23 169

TABLE 4.1: Comparison between published techniques and proposed ontology

Table 4.1 concludes that published techniques contain classes related to IoT base
healthcare. Maximum number of classes exist in published techniques are 31 [3],
[24] which are far less than our proposed ontology. On the basis of this conclusion,

this ontology is complete.

4.1.2 Consistency

An ontology evaluation tool named Hermit reasoner is used to evaluate our pro-
posed ontology. It is used to determine whether or not the ontology is consistent.
It also identifies the subsumption relationship. Figure 4.2 use to represent the
Hermit reasoner to evaluate our ontology in Protégé 5.5.0. JFact is also an OWL
reasoner. Figure 4.3 use to represent the JFact reasoner to evaluate our ontology.

We have not found any error so this ontology is consistent.

File Edit View Reasoner Tools Refactor Window H

< = Lo Start reasoner A

Information_Disrupticl |

Synchronize reasoner

Active ontology Stop reasoner o

oA Explain inconsistent ontology

Configure...

g o ®  Hermil 1.4.3.456

=l : Attack None
=l Glowpan
Authentication_Attack
Confidentiality_Attack
Fragmentation_Attack
= Communication_Protocol_Based_Attack
Application_Protocol_based_Attack
TCPIUDP_based_Attack
TLS

FI1GURE 4.2: Hermit Reasoner running without any error
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FIGURE 4.3: JFact Reasoner running without any error

4.1.3 Accuracy

In this section accuracy is measured according to the questioner from user study
based evaluation. In Figure 4.4 statistics about answers from domain experts are

summarized. These domain experts verified the accuracy of our proposed ontology

User Study based Evaluation

| Yes

B No

Numberof Evaluater
P

a#1 Q#2 Q#3 O#4
Accuracy

FIGURE 4.4: Plot for User study base evaluation for completeness

by evaluating each abstract class. Each abstract class includes attacks which are
conceptually modeled in chapter 3. Each subclass has their own criteria such
as attack based on network protocol, network infrastructure base attacks, health

care data attack and miscellaneous attacks. The distributions of attacks are based
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on that criterion. Our domain expert concludes that our proposed ontology is

accurately mapped on protégé.

4.2 Conclusions

In this chapter We have used two ontology evaluation tools (Hermit and JFact
reasoners) and user study based evaluation method to evaluate this ontology. By
successfully evaluating this ontology in term of completeness, correctness and ac-
curacy. We are certain to publish our ontology on the internet so other researcher
can give us feedback regarding the completeness, correctness and accuracy of our

ontology.



Chapter 5

Conclusions and Future Work

In this chapter, we are finally concluding the work that we have carried out and
discussed in depth in the previous four chapters. This chapter also elaborates the
directions in which we would recommend to extend this work in future. The major

conclusion from the thesis are listed below:

1. We looked at the different classifications of loT attacks mentioned in litera-

ture and proposed ontology related to IoT attacks.

2. In our research thesis, an ontology named Information Disruption Attacks

related to IoT based healthcare system has proposed.

3. There were no comprehensive classification found related to loT attack based
healthcare system. We acquire knowledge related to different attacks of this

domain and conceptually modeled it.

4. We implement these conceptual models using protégé 5.5.0 and evaluate
this ontology. This ontology was evaluated by using ontology evaluation

techniques. These evaluation techniques are user based and tool based.

5. This ontology was found consistent, accurate and complete thus considered

as good ontology.
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6. We will publish proposed ontology and hoping to get some recommendations

from readers. This ontology, according to their views, may be revised.

7. The scientific group can also be assisted by this ontology to expand this
proposed ontology. This ontology can help to recognize crucial attacks and

to establish countermeasures against these attacks as well.
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Appendix A Questioner for user

based evaluation of completeness

The following table represents a questionnaire which was given to different domain
experts. This questionnaire contains four questions related to the completeness
of ontology. These questions can be answered Yes/No. After getting feedback
from experts on these questionnaires, statistical measures regarding results for
evaluation of completeness were computed.

A sample questionnaire for user study based for completeness.

Question Type of Question Answer

According to the scope of this research does this ontology Yes/No
fulfill the criteria?

Is the proposed ontology more comprehensive than the ex- Yes/No

isting classification?

In our proposed ontology, does each subclass falls accu- Yes/No

rately under parent class?

Is the number of classes repeated in different subclasses is Yes/No

clearly modeled and have a relationship?
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